A quick, non-techie Guide for Parents
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Quick Introduction

Hey y'all if's Jen. For fLose of you wio know me, you know T'm no more gualified 4o falk
about infernet safety than the next person. ) T'm just 4 mom wio wants to keep her kids
a [itfle safer online. I'm also a graplic designer and wrider wio loves fo shave knowledge

(afder making it pretty of coursel)

Wi a4 yov\'\\ £ind n flis clead sheet is a buncl of nformation T vesearcled for My oWn
{amily. From frere T boiled i down fo a few simple clanges you can make fo your

Computer and mobile devices to make fhe infernet safer for your kids.
T wisi, T could say fLese dips will keep our kids from seeing scary stuff 100% of re fime.
They won't. But - our {amily's computers, plones, 1Pad blal, blal, are now a LOT safer

with these fips i place.

I any of you Lave guestions or advice o share, please dol T Lope fiiis cleat steet will

evolve And grow from YOUR }V\pv\-{n Email me at jcegordon@gwm}\.cow\

Tranks! jen ©)
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Netflix parental control settings allow you fo block mature fifles

from being slown onscreen or added o your Tnsiant Queve. Tie

EH E &u m ChAnges you make Are veflected on Any Nedflix enabled device

(Roku\, computer, mobile devices e-FC-\)-

(=) All Movies

© Rand below 1. Login 40 Ne4fix account

) PG-13/ TV-14 and below ©Eogm et wn

I zgr:t:: :;":\:Y and below 2. Click on "Your Account”

@ Gandbolow 3. T 41e "Preferences” section, click on "Parental
Continue COV\‘{"’O‘ SQ‘H’-W\gn

4. Select viewable movies by rating (All Movies, R
and below, PG-13 / TV-14 and below, Unrated
Family and below, PG and below, G and below ).

- YouTube's “Safety Mode” disables videos witi, age
You T“be vestrictions and/or mature content from showing up n 4
video seavcl, Note: the fitter isn't 100% accurate. Google

uses cowxwaHy {flagging and porn image detection fo also
Lelp identify and Lide inappropriate content. SA-Fe%y Mode
on YouTube does not remove content from fie site, but does

make it mvisible to fLose wio Lave Safety Mode enabled.

Youlllllil] 28 Lenguage: Engiish ~ Country: Worldwide = Safaty: OFf = @ vieip ~

Choose your safety mode
Enable safety mode to avoid videos that may contain inappropriate content. Safety mode uses community flagging and other signals to identify and fiter out objectionable videos. Safaety
mode does not guarantee to block every such video.

@ on () off

‘You can lock the safety mode setting after you sign in.

Save

1. To furn on Safety Mode, go o YouTube
2. Look at tie bottom of fLe page and click “Safety: off” {0 open fLe
preference sedding
3. Select the "On" option and click "Save"
See YouTube's Safety Mode FAQ's click Lere >


http://support.google.com/youtube/bin/answer.py?hl=en&answer=174084

Apple calls teir parental condrols “Restrictions”. You
can lock these restrictions by setting 4 H-digit passcode.

Ov\(y 056 Wio know +iis passcode Can Clhange

App|e PrOdUCtS vestrictions. I you have wml-Hp\e devices, eacl, device

PR et Irea 1o needs Restrictions set up individually. Tie setdings do

not sync befween multiple devices.

ol ATET 4G 8:34 PM

General Restrictions

Disable Restrictions

Allow: Tiis is fhe Setfings icon.

. . Camera

[_.?j FaceTime

@ iTunes

L@J Installing Apps

@ Deleting Apps
@) siri

You can guickly disable your restrictions
by tapping he "Disable Restrictions”
butfon.

1 Tﬂ\p on Se-H‘uv\gs > General > Restrictions

. Scroll flrouglh the list of options. These sedtings
allow  you fo vestrict access fo specific apps
(Ex: Safari, Camera), nstalling/deleting apps,

and content based on its age rating.

LELEEL

Apple's App Store guidelines are very clear about pornograply in apps:

Apps condaining pornograplic material, defined by Webster's Dictionary as “explicid
descriptions or displays of sexual organs or activities infended to stimulate evotic ratier

than aestletic or emotional {feelings”, will be vejected.

However, Apple's policies agaimst pornograply ave mconsistently enforced, so don't vely o fle
Restrictions functionality 100%.



Q-oogle Seavcl, is not build for kids veseArChing sClool

™ prOjeC-{-s. T4's buitd for everyone, (00king for evyy-}l«]vxg!
O g e Follow {Le steps below {o set up SafeSearcl, and

Tnstant prediction filters for Google.

1. Go $o: L\-[--LP://www.goog[e.coW\/pre-FeveV\Ces

SafeSearch filters

Turn on SafeSearch to filter sexually explicit content from your search results. 2 UV\deY “SA'FQSC”\VCL\ ’(:“_[.evs)l Cl}ck “'FlH’eV EXP"IC-I‘[’

7 Filter explicit results.  Lock SafeSearch

cesulds”. IE you want fo lock flese seddings, click on

Google Instant predictions

the "Loci SafeSearcl” tini (FYT you must Lave a

‘When should we show you results as you type?
Only when my computer is fast enough.

Always show Instant results. GW\A“ ACCO‘AV\-L +0 \OCk SA’FESQAYCL\' I+‘S WOY+L\

(®) Never show Instant results.

signing up for an account even if you never use W)

3. Under "Google mstant predictions” click 4le “never
show nstant resulds” vadio button. Tnstant
predictions pre—populate the searcl, box witl, ofler
popular searches +Lhat may be mappropriate, or not

be wiat your <hild s o\c-{»u\mly looking fov.

4. Be sure 4o it "Save” affer you make your Changes.

Stay Informed

Information about internet safety changes guickly. If you would like to stay informed of
additions and/or clanges 4o e Cleat Steed, go fle below URL and enter your email address:

http://bit.ly/stay-informed


http://www.google.com/preferences
http://bit.ly/stay-informed

Are you sure?

P ———.
Cancel Yes, I'm sure

Stay Informed

1 you haven't manually set your Tnstagram account fo
"“Private”, all of your plotos ave publicly available {or
anyone fo view. Not 4 Luge deal wien you're posting
plhotos of vainbows and unicorns. :) gwh when ym/\‘re
posting location—tagged plotos of a beacl, trip, or time
with friends you infend to share only with friends, make

sure your account is set up fo profect your privacy.

1. Open e Tnstagram wobile app and {ap
the Profile icon on fLe bottom nav bar.

2. Tap on "Edit your Profile”

3. Scvoll down to e "Protos Ave Private”
on/off switcl, and {lip fle foggle “"On’.

4. Tap “Yes I'm sure” and fhen “Save”.

7“_‘\/o-[-e: Mﬂ\k}v\g your PYO'G\P, Pr]v&\-(—e doesv\‘-{» Pro-[-ec-(— you
100%. 1 you have {riends wiose profiles are "Public”,
-[»L\ey can fake screensiods of your PL\o-(»os and repos-[» for

pwb(}c VieWing.

Information about internet safety changes guickly. If you would like to stay informed of

additions and/or clanges o the Cleat Steet, go e below URL and enfer your email address:

http://bit.ly/stay-informed


http://bit.ly/stay-informed

OpenDNS is a free service you can set up fo block
adult websites on every device that connects to your
wireless nedwork (’mdv\d]vxg mobile dev}ces>- JEs you wandt

openDNS the ability to track time spent on specific websites

(V\W\}V\g sites, facebook e+C->, you Can get thew VIP

plan for $20 & year.

OpenDNS sounds veally feclie, but it's veally not flat
difficult fo set up. Their nstructions ave very Clear and
easy to {ollow. You jms% need o know 4he model and
brand of your vouter fo get started. To sign up, visit:

WHp://www.opendns.com/lome=solutions/parental-controls/

Minecraft is a fun and Lighly addictive game, popular
with boti, kids and adults. Wien in “creative mode” it's

like playing Wity virtual Legos. There ave lots of feclye
details about servers & seeds you CAn researcl, furtier,

but Lere are some simple things fo look out for:

1. Minecraft YouTube videos somedimes confain profanity in tle commentary, and ideas on

kow to bully otler players. Pre-screening tle videos is a good idea.

2. Searcl, for “Pro—(-‘o\v\}-[»y free minecrafd sevvers” your clild wandts fo play on a public,

multi—player server.

3. If you have some fechnical ability, set up your own private Minecraft server, wiere you

can play among select friends and family.
The game does contain some pretty benign zombie—type monsters and fvolls.
- If your cLild enjoys multi-player games, feach them to keep the chat window closed.

Minecraft for mobile devices is single player only.

2 ok

T4 s & super addictive gamel Be sure 4o establisi, playing time limits in advance.


http://www.opendns.com/home-solutions/parental-controls/

Did this Cheat Sheet help you?
Click below to share it with others:

Q000
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